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trirong ‘tai chinh va dau tw ngay cang bién dong, va tan s6 xay ra céc cubc khung
tang Gan day nhat /a cuoc khung hoang & mot so thi truvng tai ch/nh chau A nam 14

Basel Il (bao gébm céc chinh sach Vvé rdi ro, cau tric cong ty, phuong phap do
tang céng nghé), nham cung cb qua trinh quén ly rdi ro va tuén theo cac yéu céal

¢ M0 ta san pham:

iCo-op iVurisk hwéng t&¢i nhirng thach thirc ma cac ngén
hang va té chirc tai chinh phai d6i mat trong viéc tuan theo
nhirng yéu cau phéap |y cua Basel Il va nhirng phuong thire
t6i wu trong quan ly rai ro. N6 cho phép nha quan ly kip thoi
kiém ché rii ro, dong thoi van bdo dam dwoc tinh déc lap,
khach quan cta chirc ndng quan ly rdi ro Ay.

iCo-op iVurisk thwc hanh céach tiép can twng bwdc mot
trong khi tién hanh ba "tru cot" theo khuén khé cta Basel II.
N6 thuwe thi cac bién phap ti wu dua trén nhitng méd hinh
thdng ké va tai chinh dé xac dinh mrc vén du trir bat budc
(Capital Adequacy Requirement). iVurisk cung cap phwong
thire thre thi tirng burde theo yéu cau cla Basel Il

= Ca&ch tiép can dwa vao chi so co ban;

= C&ch tiép can da dwoc chuan hoj;

= Céch tiép can s dung phwong phép do dac cao cép.

iCo-op iVurisk cung cip méd hinh ludng cong viéc
(workflow) qua mang nham quan Iy rdi ro mét cach ky luat
va c6 hé théng. M&i nhiém vu dwoc giao cho mét chu thé
nhat dinh dé qua trinh theo ddi va ra soat dugc gan
vao lubng céng viéc. Cac sy cb (trong trwong hop 16 hay
gan 16) dwoc ghi lai day dd, hinh thanh nén sé liéu lich st.
Thong bdo qua email sé ty dong dwoc kich hoat trong
trwéng hop can thiét, vi du méi khi giao nhiém vu, ra soét
lai, b&o céo sw cb, thay déi ndi dung hay han cudi cung.
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Report Title: Denial-af-Gervice Altack Report

Date: 26 August 2004

Reported By: Ho Yew Hyjg
Descrigtion:

A Denial-of-Service aftack on our bank's online banking system was camied
at 12 noon on 26 August 2004.

1. A 'denlak-of-senvice" alfack |s characterized by an explicit attempt by
ghtackers bo prevent legitimate users of a service from using that service.
Examples inclure

o atfempts to *fiood" a network, thereby preventing legitimate network

traffic
o altempts 1o distupt connections between Lwo machines, terety
pl’!\l&l’\l\ﬂg aceesst 3 senice
o attempts to prevent a particular individual from acee ssing a sevice
o aftempts b disrupt service 10 a specific system or persan

V0t a1l service outages, even those that result from malicious achty, are
hecessarly denial-of-senvice altacks. Other bypes of altack may include a
ienialaf senvice as 2 comnonent hut e denial of sendre may be nart of

iCo-op iVurisk cung c&p nhitng bao cao truc tuyén dang
bang, nham tém tat tat ca nhirtng mat c6 thé gap rdi ro cha
céng ty, va lan theo phuong thie ma cac ké hoach hanh
dong hop ly da lién tuc lam giam nhe rdi ro. M@i rai ro lai c6
thé duwoc phan tich m& réng xubéng dé& cung cép thém
théng tin chi tiét.
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iCo-op iVurisk str dung nhirng phuong thire tdi wu trong co
s@ ha tang di¥ liéu va cong nghé:

= Sy tuan theo LDAP va dwa vao mang cho phép phan
mém tich hop dé dang va&i ha tAng cdng nghé théng tin
sén co.

= Khudn khd phan mém Struts Il (Spring) hd tro' sw nhan
[én va mé& rong.

= Céch lap trinh byte-kép (double-byte) dé hé tro giao
dién st dung da ngén ngi (tiéng Anh, tiéng Malay /
Indonesia, Tau, v.v..)

= Viéc quan ly va van dé an ninh

¢ Yéu cau hé théng
= Yéu cau vé may cha:
v Nén J2EE
v
v
v' Quan ly di¥ liéu: MS SQL, Oracle hoac IBM DB2

» Yéu ciu vé workstation:
v' Trinh duyét: IE5.5 hoac cao hon

ﬁ)Ac DIEM CHINH
Giai phap cho doanh nghiép dwa vao mang

Giai phap tich hop dwa vao mang nhdm hé tro qua trinh
quan ly rdi ro toan dién trong cong ty

v Quan séat dwoc tryc tuyén va dang tin cay

v' Dung tryc giac cao, giao dién than thién véi ngudi st
dung.

Nét dac trwng cua Basel Il
v HO tro 3 "tru cot" theo khudn khd clia Basel |1
= Céc yéu cau vé vén du tri¥ bat budc ti thidu:
o Céch tiép can dwa vao chi sb co ban;
o Céch tiép can da dwoc chuan hod;
o Gach tiép can str dung phuwong phéap do dac cao
cép.
= Qua trinh theo dbi, ra soat lai
= Nhirng yéu cau theo chuan trén thj trwong

v Khuén khé ctia Basel Il
= Chinh sach
= Céu tric cong ty
=  Phwong phap:
o Do dac rdi ro (rdi ro tin dung, thi trwdng va tac
nghiép)
o Qua trinh kiém soat rdi ro
o Céc yéu cau vé cong viéc bao cdo va tinh minh
bach
=  Hatang vé d¥ liéu va cong nghé

Cau trac cua cong ty

v Hb tro viéc dinh nghia rd rang cau tric céng ty nhin tir géc
dd quan ly rudi ro

v' Cho phép dinh dang mét cAu tric bang biéu trong cong ty
(theo ché do thuy bac va’hodc theo ma tran) nham xac dinh
dong cong viéc, cap bac, quyén truy cap va van dé an
ninh.

M6 hinh dinh dang

v' Cac mo6 hinh dinh dang cho phép cong ty xay dung khuon
khd rleng clia minh nhdm nhan dang, danh gia, kiém ché,
xt ly va quan ly rdi ro.

v Hb tro viéc danh gia rai ro ca vé dinh dinh lvong va dinh

tinh

v' Cho phép cac cong ty dinh nghia mic d6 ham rdi ro cda

k minh ca dinh lwgng va dinh tinh

Dong cong viéc \

Cung cép dong céng viéc nham hd trg viec quan ly rdi ro
mot cach ky luat va c6 hé tho'ng .

v' Gilp giao nhiém vy han ché rti ro cho tirtng cha thé nhat
dinh

v' Cho phép phén cép vé tm quan trong cho trng nhiém vu

v Cung cap nhirng ban tham do dé xac dinh mic do ri ro

Théng bao veé rii ro

v Cung cép email théng bao tw dong (hogc thong qua tin nhéan
SMS) kich hoat bang murc d0 rdi ro, giao nhiém vu, ra soat
lai, b4o céo sw cb, thay déi noi dung va han cubi.

Bao cdo vé rui ro dang bang

v" Cho phép ngwoi dung lwa chon va sang loc cac giao dién
dang bang

v Mai rti ro c6 thé dwoc phan tich mé réng thém xuéng nham
cung cép théng tin chi tiét hon

Bao cao

v Cung c&p nhitng bdo cdo v& rdi ro ghi thanh bang, theo
dang théng ké hoac minh hoa béng dd thi, c6 thé dwoc lwu
tr& trong MS Word hoac dang file pdf.

v Cho phép gan kém tai liéu cho méi bao céo sw cb

Sw quan ly va an ninh

v Cung cép ID cho quyén truy cap theo nhém va tirng c& nhan

v HO tro viec ma hoa dir liéu SSL nham dam bao lién lac an
toan trong moi treong ndi bo va ca hwdng ngoai.

v Cung cap dau vét dé kiém toan tat ca cac hoat dong quan Iy
rai ro.

Kha nang nhan réng

v Duoc thiét ké va phat trién dwa vao khudn khd J2EE thiét
thwe, theo tirng module va cé kha nang nhan réng, tao diéu
kién thuan loi cho viéc tich hop va trién khai.

v Sw tuan theo LDAP cho phép phan mém twong thich dé
dang véi ha tdng cong nghé thong tin s&n c6

v Khuén khd phadn mém Struts Il (Spring) gitip cho sw nhan
[én va mé& rong.

v Céch lap trinh byte-kép (double-byte) d& hé tro da ngén

ngir.

Contents are subjected to change without prior notice. All trademarks, trade names, service names, and logos, referenced in this brochure belong to their respective companies.

So’ lworc vé iCo-op.net

He diéu hanh: Window 2003 Server, Sun Solaris hoa:
May cha chay cac iwng dung: BEA WebLogic hoac IB

iCo-op.net cung cap nhirng san pham, giai phap phan mém dé
Diéu hanh, Quan ly rdi ro va Tuan tha chuén quy dinh (GRC),
hwéng téi nhivng yéu cau quan ly rdi ro bat budc theo Hiép
Uéc Basel Il va SOX, va yéu cau chéng rira tién tai cac ngan
hang, t6 chirc tai chinh, cac chinh phd va nhing céng ty 1on.
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